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Abstract— The Diffie-Hellman key algorithm was the first proposed public key algorithm by which two parties can communicate with each 

other without having any prior knowledge of each other over an insecure communication channel. This algorithm  was first published by 

Whitfield  Diffie and Martin Hellman in 1976. It is helpful in a variety of authenticated protocols. Further, it is also found suitable in transport 

layers. After his investigation this protocol was integrated to digital signature algorithm. In this paper we are presenting the verification of 

digital signature standard with the help of Diffie-Hellman key exchange protocol by using two randomly selected integers. We also tried to 

show that the use of protocol can provide the secrecy and freshness of key due to continuous selection of random numbers.  

Index Terms—  Digital Signature Standard, Diffie Exchange Algorithm, Random Number, Authenticated Key Distribution, Phan’s 

Integration.  

——————————      —————————— 

1 INTRODUCTION                                                                     

ery first time Arazi proposed a scheme for the integration of 
Diffie-Hellman key exchange protocol with digital signature 
[1].  After a decade Harn et.al gave some improvement in the 

algorithm so that it can be prevented by known key attack, key 
relay attack and unknown key attack [2]. Finally Phan modified 
this scheme with two major attributes i.e. forward secrecy and key 
freshness [3]. In this paper we have taken the concept of key 
freshness by using the randomly selected number and verified the 
digital signature standard. 

 

2  BACKGROUND 

 
For this protocol we need to know that two publicly known 
numbers i.e. p and g which will be the primitive roots of p. 
Suppose there are two users A and B which want to exchange 
a key and unknown to each other. First time user A select a 
random Integer XA <p and compute YA = g XA mod p. Similarly, 
user B selects a random number XB <p and computes YB = g XB 

mod p. Each side keeps the value  of X privately and make the 
Y value available publicly to the other side so this is called 
public key for both of users A and B and the process is known 
as the public key generation for A and B. Now user A com-
putes the key as K= (YB ) XA mod p and user B computes the 
key K= (YA ) XB mod p. These two values should produce simi-
lar result. 

 

 

TABLE 1 
PUBLIC KEY GENERATION 

 

 

 

 

 

The result shows that the two sides can change the secret val-
ue and both values are identical with each other.  

3 RELATED WORK 

 
The Diffie-Hellman key algorithm was the first proposed pub-
lic key algorithm by which two parties can communicate with 
each other without having any prior knowledge of each other 
over an insecure communication channel proposed by 
Harn.et.al. Diffie-Hellman key exchange algorithm is the most 
famous algorithm to exchange keys over a network but it has 
some false and drawbacks.  
 

For the establishment of the communication the parties re-

quire the session key which can be generated by the key estab-

lishment protocol and it can also be referred as the key agree-

ment protocol.  Diffie and Hellman developed the first most 

popular key agreement protocol based on asymmetric encryp-

tion or public key cryptography [3].  

They proposed the two versions of protocols. In the first pro-

tocol all the entities in the communication network exchange 

the static public keys. In this case there is a drawback that the 
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K = (YB ) XA mod p 
    = (g XB mod p) XA mod p 
    = (g XB) XA mod p 
                        (By the rule of modular arithmetic) 
    = gXBXA mod p 
    = (g XA) XB mod p 
    = (g XA mod p) XB mod p 
    = (YA ) XB mod p 
 



International Journal of Scientific & Engineering Research Volume 3, Issue 9, September-2012                                                                                  2 
ISSN 2229-5518 
 

IJSER © 2012 

http://www.ijser.org  

entities A and B compute the same session key for each run of 

protocol. But in the second case they exchange the ephemeral 

public keys which are vulnerable to the man-in-middle at-

tacks.  

3.1 Phan’s Integration with Digital Signature Algorithm 

 
Phan [4] integrated these computation used in Diffie-Hellman 
key exchange protocol in to Digital Signature algorithm as 
follows: 

TABLE 2 
COMPUTATION FOR DIGITAL SIGNATURE ALGORITHM 

 

 

4 PRPPOSED WORK 

The above integration done by the Phan was for authenticated 
key distribution. We only review and analyze the work done 
by Phan and tried to prove the correctness of digital signature 
standard algorithm with the integration of Diffie-Hellman key 
exchange protocol [5]. In the DSS approach of digital signature 
we have the integration with Diffie –Hellman a protocol as 
follows. 
 

 
The hash code is provided as input to a signature function 
along with a random number (can be selected as randomly as 
we did in Diffie-Hellman algorithm) K is generated for signa-
ture [6]. This signature function also depends upon the sender 
A’s privately selected key XA and globally selected integer g. 
 
If the result of digital signature consists of two component s 
and r then the output of the verification function is a value 
that will be equal to the value considered in sighing function 
‘r’ if signature is valid [7]. 
 
Suppose there are three parameters (public key elements) p, q, 
g. 
 
Where 

p is a prime number selected with a length bit 512 & 1024 bit. 
i.e.  512 ≤ L ≤ 1024 & L is multiply of 64 
q divides (p-1) & bit length 160 bits (160 prime number) 
g is the h (p-1) / q mod p where h is any integer. 
 
Now user select a private random integer number as in Diffie-
Hellman protocol XA <p by this we can generate the user’s 
public key YA = g XA mod p.In the DSS approach user can select 
a per-message secret number k which is randomly selected by 
any algorithm of random number generation also known as 
the nonce but it should be 0 < k <q. 

 
4.1 Signing Function 

 
r = (g k mod p.) mod q 
 
s = [K-1 H (M) + XAr] mod q 
 
Signature will be (r, s) 
 
4.2 Verifying Function 

 
w = (s’)-1 mod q 
 
v1 = *H (M’) w+ mod q 
 
v2 = (r’) w mod q 
 
r’ = *( g v1 YA v2) mod p] mod q 
 
Where M = Message to be signed 
 
H (M) = Hash of using SHA-1 
 
M’ r’s’ = Received version of M, r, s. 

5 RESULT 

For the verification and for the Prof. of correctness we have to 
prove that  r = r’ so that its correctness can be prove as the 
same message received by the receiver send by the sender. In 
the verifying step. 
 
r’ = [(g v1 YA v2) mod p] mod q 
 
    = ( g H ( M )  w  mod q YA r w  mod q  mod p) mod q 
 
    = ( g H ( M )  w  mod q  g XA r  w  mod q  mod p) mod q) 
 
    = (g H ( M )  w + XA  r  w  mod q  mod p) mod q 
 
    = (g ( H ( M )  +  XA)  w  mod  q mod p) mod q 
 
    = (g  ( ( ( H (M)  + XA  r)  k  H (M)   +  XA  r )  -1  mod  q  mod p)  mod q 
 
    =  ( g  k  mod p.) mod q 
 
    = r 
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This correctness provides the authentication to the sender and 
receiver that a message which is signed is intended for the 
appropriate users. 
 

6 CONCLUSION 

In this paper we provide some further cryptography and anal-
ysis on the Phan’s integration of DSA and DIffie- Hellman Key 
exchange protocol. We present an improvement on protocol 
with the help of two randomly selected integers which makes 
the protocol more secure. Also these random numbers can 
provide two basic attribute for key exchange protocol i.e.  1) 
The forward secrecy as we have chosen the different random 
number each and every time as XA and XB which are private to 
both of users.2) Key Freshness as the public key of both user 
does not depend on each other it depends on the randomly 
selected value by users so key freshness can be maintained i.e. 
with the help of these random numbers we can generate a new 
key for every communication.  
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